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1 Background

The INTOSAI IT Audit Committee prepared an IT Audit Training Curriculum, which outlined the IT audit training needs for three levels of auditors (generalist auditors, specialist IT auditors and expert IT auditors); this curriculum was presented and approved at the 1995 INCOSAI. As a follow-up of this curriculum, the INTOSAI IT Audit Training Courseware was first prepared in 1997 by the National Audit Office, UK on behalf of the Committee; this Courseware was presented and approved at the INCOSAI in 1998. The Courseware had nine modules (plus a Course Overview), and for each module, there was a set of (a) Student Notes (b) Leader’s Guide and (c) Slides.
2 2004 Updation of Courseware
The Committee felt that there was a need for periodically updating this courseware (typically every three years to coincide with the triennial INCOSAI), and in 1999, it was decided to have the various modules of this courseware updated by different SAIs (in view of the resource constraints of SAIs). The updated modules would be reviewed by different SAIs, and SAI-Zimbabwe was responsible for overall co-ordination.

After the updation and review of course modules by different SAIs, it was felt that thee was a lack of consistency between different modules. A team from SAI-Oman and SAI-India reviewed the modules for general consistency, before presentation and approval of the Courseware at the 2004 INCOSAI. However, two suggestions were made:
· It would be preferable to have a limited group of SAIs for the next update of the courseware, so as to ensure greater consistency.

· A pilot training programme, based on the Courseware, would be conducted, and the feedback from the programme would be appropriately reflected in the update.

It was therefore decided that the next update of the Courseware would be done by SAI-India, who would also conduct a pilot training programme, based on the Courseware

3 2007 Update
3.1 Pilot Training Programme

SAI-India conducted a pilot training programme, based on the Courseware modules, for selected middle-level executives of SAI-India and SAI-Oman in June/ July 2005. The feedback from the participants and faculty of the programme was suitably incorporated in the latest update of the Courseware
3.2 Organization of Updated Courseware
The courseware is organized into the following nine modules
:
· Introduction to IT Audit

· IT Methods

· IT Controls

· Business Continuity Planning

· Auditing System Development

· IT Security

· Value for Money Audit

· Computer Assisted Audit Techniques (CAATs)

· Data Downloading
The courseware also has a separate Course Overview, which presents a general overview of the courseware, describes the target audience for different modules and provides suggested advice on customization and delivery.
As in the past versions, each module in the Courseware consists of three components module viz. Student Notes, Leader’s Guide and Slides. These are also available in electronic format (Microsoft Word 2003 for the Student Notes and Leader’s Guide and Microsoft Power Point 2003 for the Slides).
3.3 Modules requiring no further updation:
The following modules were updated substantially in 2004 and did not require any further updation.
	S.No.
	Name
	Brief Contents

	1.
	IT Methods
	· High level review of IT methods for

· Strategic planning

· Project management

· Programme management

· System design

· Procurement practices and methods

· Quality management

· Already updated substantially in 2004

· No changes in this update

	2.
	Business Continuity Planning
	· Explains the importance of planning for unexpected events

· Sets out the principles and methods used to ensure sound Business Continuity Planning and Management
· No changes in this update (the module is based on principles, rather than specific tools and techniques, which may require frequent updation)

	3.
	Auditing Systems Development
	· Gives audit perspective on each stage in system development life cycle

· Project initiation and feasibility study

· User requirements specification

· System design and development

· Acceptance testing and implementation

· Post-implementation review

· Alternative development methodologies

· Rapid application development

· Data-oriented system development

· Object oriented system development 

· Prototyping

· Re-engineering & reverse engineering

· Structural analysis

· This module underwent significant revisions in the 2004 version, and consequently no changes in this update.
· SAI Qatar suggested adopting CoBIT methodology for this. Since CoBIT is a proprietary product of  ITGI, an overview of CoBIT has been provided in the Courseware, and additional information on CoBIT may be obtained from the Internet. INTOSAI generally does not advocate any specific proprietary methodology or product

	4.
	Value for Money Audit
	· Explains the use of business modeling techniques to identify
-  contribution of IT systems to business

· Guides auditor through the process of identifying

-   Causes of poor performance of IT systems

· Not part of the pilot training

· No changes  in this module, since this too is based on principles, rather than any specific tools or techniques

	5.
	Computer Assisted Audit Techniques (CAATs)
	· This module explains the use of CAATs for both program validation and data analysis, although the main focus is on data analysis.

· Covers the considerations on deciding whether to use CAATs, methods of data access, a phased approach to introducing CAATs in an SAI, considerations relating to the selection of data, documentation requirements, and a brief overview of common data analysis tools.
· Since the module was updated comprehensively in 2004, no changes have been made in this version.

	6.
	Data Downloading
	· Details the technical aspects of acquiring and converting data so that it can be analysed with audit software

· Includes case studies on downloading data from Oracle RDBMS, and importing data into ACL.
· Updated comprehensively in 2004; hence no changes in this version.


3.4 Modules with Changes
Changes were made to the following modules:
	1,
	Introduction to IT Audit
	· This is a new module, which was introduced pursuant to feedback from the pilot programme. Until now, the process of IT audit planning, execution and reporting was not covered in any specific module, with some aspects being covered in the Controls module. However, the lack of a single module giving a general introduction t IT audit was keenly felt.
· This module gives an overview of IT audit processes including
· Definition and types of IT audit

· Processes involved in planning of IT audits (strategic planning, annual planning, risk assessment and audit programming)

· Processes involved in executing IT audits (including types of audit evidence, tools of evidence collection, compliance and substantive audit testing, quality assurance mechanism etc.)
· Reporting of IT audit findings
· Considerations for use of external consultants (brought in from the erstwhile “IT Audit Organisation and Management” module.

· IT audit standards and frameworks

	2.
	IT Controls
	· This module covers the planning and conduct of an  IT controls review at the 
· Management level
· Operation level; and

· Application level

· Introduces IT security controls at

· Physical

· Environmental and 

· System, data and function level

· The major changes in the module include the following:

· Removal of background information on planning and executing IT audits (Impact of computers on auditing, IT auditing standards, frameworks audit testing process, internal controls model, reporting etc.) which is now covered in the “Introduction to IT audit” module

· Removal of the section on “The external auditor’s role in developing systems”, which is already covered in detail in the “Auditing Systems Development” module.

· Removal of the section on “Application Auditability and Use of CAATs”, which is covered in detail in the “CAATs” module.

· Removal of the section on “Network Controls”, which is now shifted to the “IT Security” module.
· Updation of the section on authentication, with a discussion of multi-factor authentication.

· The focus of the module was hitherto only on financial systems. However, review of controls is also relevant for operational systems. Hence, references to IT systems have been made more “neutral” to financial/ operational systems.

	3
	IT Security
	· This module has undergone substantial revision. When the courseware was originally drafted in 1997, Local Area Networks were gaining acceptability, and Internet connectivity (in a dial-up mode) was seen as desirable, rather than mandatory, in most countries. Ten years later, there has been a paradigm shift in computing, with almost all computing devices (not just PCs, but also devices like PDAs, mobile phones etc.) being used only in networked mode. The available of high-speed broadband Internet connectivity is now ubiquitous across the world. Consequently, the main risks to IT Security emanate from networking and communications. The section on network controls in the IT Controls module has been deleted, and comprehensive coverage included in the IT Security module. The expanded section on network and communications controls, covers the following broad aspects:
· An expanded revision of network terms and jargon

· A brief overview of the OSI seven layer model

· New categories of threats and risks (including different forms of malware – not just viruses – and attacker toolkits, reconnaissance attacks, attacks on integrity and Denial of Service attacks).
· A review of different types of firewalls, and their limitations

· Specific control measures in respect of  Denial of Service attacks, malware, Voice over IP (VOIP) networks, Wireless LANs, and E-Mail Services, as well as security considerations for Virtual Private Networks (VPNs) and Intrusion Detection and Prevention (IDP Systems)
· The other important changes to the IT Security module include an updated coverage of the IT Security Standards and Frameworks. The introduction on ISO 17799 has been updated to cover the 2005 version. In addition, a brief description of the Special Publications (800 series) of the Computer Security Research Centre of the National Institute of Standards and Technology (NIST), USA, which provides a useful catalogue of security controls and their assessment, has also been provided.

	4.
	IT Audit Organization and Management
	· This module has been dropped on the basis of the feedback received from the pilot programme. The target audience of this module was SAI Management, rather than IT auditors, and consequently, it has been deleted. Sections relating to use of external consultants etc. have been taken to the “Introduction to IT Audit” module.


� The 1998 Version of the Courseware had ten modules, including a module on “IT Awareness”. This module was deleted in the 2004 update of the Courseware. In the 2007 update, a module on “Introduction to IT Audit” was added, and the module on “IT Audit Organization and Management” was deleted.





